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1. Introduction 

1.1 Overview and Objective 
Outsourcing is defined as a company’s use of a third party (either an affiliated entity within a corporate 
group or an entity that is external to the corporate group) to perform activities on a continuing basis that 
would normally be undertaken by the company itself, now or in the future. To maintain lean operations, 
several critical business processes are required to be outsourced to external service providers. A company’s 
service delivery may get significantly hampered if these service providers do not deliver their services as 
per agreed norms.  

As a financial institution, Hero FinCorp Limited (“HFCL”, “Organization”, “Company”) is exposed to 
outsourcing risk, and must continuously strengthen its operational practices, procedures, controls and 
review mechanisms with its respective service providers. 
 
This document lays down the Outsourcing Risk Policy of the company, in line with the Directions on 
Managing Risks and Code of Conduct in Outsourcing of Financial Services by NBFCs issued by Reserve Bank 
of India vide RBI/DNBR.PD.CC.No.090/03.10.001/2017-18 issued on November 9, 2017, in which requires 
the non-banking financial companies to formulate an outsourcing policy. 

This Outsourcing Risk policy (“Policy”) sets out the framework for safeguarding the organization against 
risks arising from outsourcing arrangements. The broad level objectives of this policy are to:  

 Develop a robust framework (comprising of principles, minimum standards, approach and key roles 
and responsibilities) for managing outsourcing risk 

 Ensure clear accountability and responsibility for management and mitigation of outsourcing risk 
 Assist functions to outsourcing risk and improve internal controls in order to reduce the likelihood 

and potential impact of losses due to outsourcing of activities 
 Create and raise awareness with regards to inappropriate outsourcing arrangements 

 
 

1.2 Scope 
This Policy will be applicable to the entire company, including the three business lines: Retail, Corporate 
Institutional Finance and Small and Mid-size Enterprise Finance products, branches, and support functions. 
It is to be read in conjunction with related Policies, Manuals (Standard Operating Procedures) and 
Framework documents of outsourcing risk. 

The policy is not applicable to technology-related issues and activities not related to financial services, such 
as usage of courier, catering of staff, housekeeping and janitorial services, security of the premises, 
movement and archiving of records, etc. Audit related assignments to Chartered Accountant firms will not 
fall under the purview of this policy. 
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2. Definitions 
In this Policy, capitalized terms shall have the following meanings:   

“Arrangement” means an agreement with a service provider wherein such service provider agrees / 
promises to provide necessary services using its own staff and equipment, and usually at its own facilities. 

“Board of Directors” or “Board” in relation to the Company, means the collective body of the Directors of 
the Company. 

“Business-critical Processes” means the processes essential for carrying out operations of the   Company 
which does not include its core management functions. 

“Code of Conduct” means a set of rules outlining the rules and responsibilities of the Board, Senior 
management, Direct Sales Agents (DSA), Direct Marketing Agents (DMA) and/or Recovery Agents. 

"Committee” means the Risk Management Committee and/or Audit Committee constituted by the Board. 

“Continuing basis” includes agreements for a limited period. 

“Material Outsourcing” means such arrangements which, if disrupted, have the potential to significantly 
impact the business operations, reputation, profitability or customer service, and the materiality of 
outsourcing would be determined based on:  

 the level of importance of the activity being outsourced, and significance of the risk posed by the 
same, to the Company. 

 the potential impact of the outsourcing on the Company on various parameters such as earnings, 
solvency, liquidity, funding capital and risk profile. 

 the likely impact on the Company’s reputation and brand value, and ability to achieve its business 
objectives, strategy and plans, should the service provider fail to perform the service. 

 the cost of the outsourcing as a proportion of total operating costs of the Company. 
 the aggregate exposure to that particular service provider, in cases where the Company outsources 

various functions to the same service provider. 
 the significance of activities outsourced in context of customer service and protection.  

 “Outsourcing” means the Company’s use of a third party (either an affiliated entity within a Company group 
or an entity that is external to the Company group) to perform activities on a continuing basis that would 
normally be undertaken by the Company itself, now or in the future.  

“Senior Management” comprises of the Key Managerial Personnel’s of the Company, Business/Unit Heads 
and such other employees as authorized by the Company from time to time. 

“Service Provider” means any third party (either an affiliated entity within HFCL group or an entity that is 
external to HFCL group) that performs business-critical services on the continuing basis (includes 
arrangements for a limited period) that would normally be undertaken by the Company itself, now or in 
the future. The services provided must be necessary for continuity of business processes and include, inter 
alia, the following: 

 Services that aid in credit appraisal such as tele-verification, providing credit reports, field 
investigation, title search etc. 
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 Services that aid in customer file verification, storage and in-warding and resolution of customer 
queries. 

 Services that aid in collection of payments from the customers, legal services, repossession 
services, etc. 

 IT services including both software (owned and as a service) and hardware. 
 Any other services which are essential to business continuity as per the Company from time to 

time, unless otherwise specified in this Policy. 

 

3. Governance Structure 
The Governance structure of this policy is depicted below: 

 

 

 

 

 

 

 

 

 

 

 

 

3.1 Roles and Responsibilities 
3.1.1 Board of Directors (BoD) 
The major responsibilities of the Board of Directors in this respect include: 

 To review, approve, and maintain oversight over this framework to evaluate the risks and 
materiality of all existing and prospective outsourcing and the policies that apply to such 
arrangements 

 Undertake regular review of outsourcing strategies and arrangements for their continued 
relevance, and safety and soundness 

 Decide on business activities of a material nature to be outsourced, and approve such 
arrangements 

 

Board 

Compliance Head 

Respective Business Units & Heads 

Respective Outsourcing Team 
(embedded within the Compliance Function) 
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3.1.2 Outsourcing Function within the Compliance Function 
To effectively manage outsourcing risks, the outsourcing function is responsible to: 

 Evaluate the risks and materiality of all existing and prospective outsourcing, based on the 
framework approved by the Board 

 Develop and implement sound and prudent outsourcing policies and procedures commensurate 
with the nature, scope and complexity of the outsourcing activity 

 Periodically review the effectiveness of policies and procedures 
 Communicate information pertaining to material outsourcing risks to the Board in a timely manner 
 Ensure adequate provisions and contingency plans are in place and tested 
 Ensure that there is independent review and audit for compliance with set policies 
 Undertaking periodic review of outsourcing arrangements to identify new material outsourcing 

risks as they arise 

 

3.1.3 Respective Business Units 
To effectively implement the outsourcing risk framework, the Business Units and their respective Heads 
are responsible to: 

 Ensure eligibility and authenticity of service providers at the time of onboarding 
 Ensure renewal of contracts /  SLAs with the service providers on a timely basis and as required 
 Undertake periodic reviews of the outsourcing arrangement to identify, assess, and mitigate any 

risks 
 Based on the periodic reviews, provide certifications to the Outsourcing function on the 

authenticity and continued association with their service providers 

 

4. Outsourcing Risk Management Approach 
4.1 Identification of Outsourcing Activities 
4.1.1 Activities which can be outsourced 
An indicative list of activities which may be considered for outsourcing is as under: 

 Application processing (loan origination) 
 Document processing 
 Documents quality check 
 Storage of documents 
 Research and marketing 
 Supervision of loans 
 Recovery and repossession 
 Call Centre 
 Collections 
 Operations 
 Data Processing 
 Back office related activities 
 Lead sourcing activity 
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 Field Investigation 
 Legal 
 Information Technology 
 Risk Control Unit 

 
*The above list of activities is only indicative and not exhaustive is nature. Other than the aforesaid, the 
Company may outsource additional activities which are within the scope of outsourcing guidelines issued by 
RBI. 

 

4.1.2 Activities which cannot be outsourced 
In conformity with RBI guidelines, the Company shall not outsource core management functions including: 

 Internal Audit 
 Compliance functions such as determining compliance with KYC norms for opening of deposit 

accounts 
 Strategic and decision-making functions such as sanctioning of loans (including retail loans) and 

management of investment portfolio 

 

4.1.3 Risks emerging from outsourcing 
Outsourcing activities to third parties carry certain inherent risks. Failure in providing a specified service, 
breach in security/confidentiality or non-compliance with legal and regulatory requirements by the service 
provider may lead to financial and reputational losses for the organization. Therefore, the organization shall 
ensure effective evaluation and management of the following risks associated with outsourcing risk: 

 Strategic Risk: The service provider may conduct operations which are inconsistent with the overall 
strategic goals of the Company. Loss of relevant skills in the company may prevent it from bringing 
the outsourced activity back in the Company. 

 Reputation Risk: Risk of loss of company’s reputation when the service delivered by the service 
provider is of poor quality and is not consistent with the standards of the Company. 

 Compliance Risk: Privacy, consumer and prudential guidelines not adequately complied with. 
 Operational Risk: Risk arising from technology failure, fraud and error, lack of adequate financial 

capacity of the service provider to fulfill obligations or provide remedies for such inadequacy. 
 Legal Risk: This includes but is not limited to exposure to fines, penalties, or punitive damages 

resulting from supervisory actions, as well as private settlements due to omissions and 
commissions of the service provider. 

 Exit Strategy Risk: This could arise from over-reliance on one firm and contracts entered wherein 
speedy exits would be prohibitively expensive. 

 Counterparty Risk: Risk arising out of inappropriate underwriting or credit assessments. 
 Country Risk: Risk arising out of any significant change in political, social, or legal climate. 
 Contractual Risk: Risk arising out of legal gaps in contract, wherein the company is not able to 

enforce the contract on the service provider. 
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 Concentration and Systematic Risk: Risk caused due to lack of control of individual companies on a 
service provider, over reliance on one service provider and more so when overall industry has 
considerable exposure to single service provider. 

 

4.2 Selection and Assessment of Service Provider 
4.2.1 Selection of service provider 

 The concerned Functional Departments of the Company shall identify functions to be outsourced 
along with necessary controls and solicit responses from prospective bidders. 

 Proposals submitted by the Service Providers should be evaluated on basis of Company’s needs 
and any differences in the Service Provider proposals as compared to the solicitation shall be 
analyzed carefully. 

 

4.2.2 Evaluation of capability of service provider 
Capabilities of service provider shall be assessed on following parameters: 

 Experience and competence to implement and support the proposed activity over the contracted 
period. 

 Financial soundness and ability to service commitments even under adverse conditions. 
 Business reputation and culture, compliance, complaints, and outstanding or potential litigation. 
 Security and internal control (the concerned units may engage with ORM team and CISO to 

evaluate the sufficiency and operational and information security controls) 
 Audit coverage, reporting and monitoring environment, and business continuity management. 
 Company shall obtain independent reviews and market feedback on the service provider to 

supplement its own findings. 
 Due Diligence: 

o In negotiating/renewal of an outsourcing arrangement, the concerned Head of the 
Department shall perform due diligence to assess the capability of the service provider to 
comply with obligations in the outsourcing agreement. 

o Service provider should be assessed on qualitative, quantitative, financial, operational, and 
reputational factors. 

o Service provider’s system should be compatible with the systems of the Company. 
o Risks emerging from outsourcing should be duly identified and assessed before selecting 

a service provider. 
o Any conflict of interest in the business of service provider and the Company should be 

checked while selecting the service provider. 
o In case where a service provider is not part of HFCL group Company, it should not be 

owned or controlled by any director of the Company or their relatives. 
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4.2.3 Rating/Scoring of Service Providers 
Each vendor can be evaluated based on certain parameters of meeting the business’ requirement.  A 
suggestive vendor scoring can be leveraged as per Annexure B and these requirements can be further 
enhanced as necessitated by each unit. 

 

4.2.4 Approvals for onboarding Service Providers 
 The Heads of Departments can delegate the onboarding of any service provider to whomsoever 

they deem fit (such as for standard service providers such as DSA, RA, etc.) 

 

4.3 Service Provider Risk Mitigation 
4.3.1 Outsourcing Agreement/Service Level Agreement (SLA) 
The terms and conditions governing the contract between the organization and the service provider will be 
carefully defined in written Agreements by owner functional department.  The terms of the Service Level 
Agreement (“SLA”) shall be decided by the Company’s operating metrics as defined in the annual budget, 
and mutually agreed upon by the service provider. Every such Agreement will address the risks and risk 
mitigation strategies identified at the risk evaluation and due diligence stages. 

In case the SLA cannot be derived from the Company’s annual budget, the concerned Department Head 
may define the terms of the SLA and present it to the Chief Operating Officer of the Company for approval. 
For Service Providers providing same or similar services, the terms of the SLA shall be identical to ensure 
equity and parity amongst the Service Providers. 

Post definition of the SLA, the Service Provider must demonstrate, through documentary evidence or 
otherwise, that it can adhere to the norms put forth in the SLA. A breach ratio must also be mutually agreed 
upon by the service provider and the Company. The breach ratios for all services must be defined by the 
respective Head of Departments and approved by the Chief Operating Officer of the Company. 

The agreement shall be flexible to allow the Company to retain an appropriate level of control over the 
outsourcing and the right to intervene with appropriate measures to meet legal and regulatory obligations. 
Any waivers / changes to standard clauses shall require approvals from the Business Unit, Legal, and 
Outsourcing Heads. 

Every SLA shall incorporate certain provisions to safeguard the Company and its customers as detailed in 
Annexure A.             

 

4.3.2 Confidentiality and Security 
 Public confidence and customer trust in the Company is a prerequisite for the stability and 

reputation of the company. Hence the respective Head of the Departments shall ensure the 
preservation and protection of the security and confidentiality of customer information in the 
custody or possession of the service provider. 

  Access to customer information by staff of the service provider will be on ‘need to know’ basis i.e., 
limited to those areas where the information is required to perform the outsourced function. 
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 Head of the Department shall ensure that the service provider is able to isolate and clearly identify 
the Company’s customer information, documents, records, and assets to protect the 
confidentiality of the information. In instances, where service provider acts as an outsourcing agent 
for multiple companies, utmost care shall be taken to build strong safeguards. 

 Review and monitor the security practices and control processes of the service provider on a 
regular basis and require the service provider to disclose security breaches and submit the same 
to the owner department. 

  The Company shall immediately notify RBI in the event of any breach of Security or leakage of 
confidential customer related information 

 

4.3.3 Grievance Redressal Mechanism 
 Company shall indicate that its grievance redressal machinery shall also deal with the issues relating 

to services provided by the outsourced agency. 
 The name and contact number of designated grievance redressal officer of the organization shall 

be made known and widely publicized. 
 Designated Officer shall ensure that genuine grievances of customers are redressed promptly 

without delay. 
 Grievance redressal procedure of the organization and time frame fixed for responding to the 

complaints shall be placed on the company’s website. 
 This facility can also serve as a mechanism for vendors of the Company to express genuine concerns 

about unethical behaviour, improper practice, any misconduct, any violation of legal or regulatory 
requirements, actual or suspected fraud without fear of punishment or unfair treatment. 

 

The Company has adopted the following grievance redressal mechanism for speedy redressal of grievances 
of its customers in time bound manner: 

Level 1 Escalation: 

Customers may register their complaints/ grievances with the “Grievance Redressal Cell” through any of 
the following modes which shall be attended within 10 days: 

Email Retails Finance - customer.care@herofincorp.com; 
Corporate Finance - corporate.care@herofincorp.com 

Online http://www.herofincorp.com/reach-us   
Write to us Grievance Redressal Cell, Hero FinCorp Limited, 9, Community Centre, Basant 

Lok, Vasant Vihar, New Delhi 110057 
Call us Retails Finance - 1800-102-4145 (Toll-free Number, 9:30 AM to 6:30 PM, 

Monday to Saturday) 
Corporate Finance - 1800-103-5271 (Toll-free Number, 9:30 AM to 6:30 PM, 
Monday to Friday) 
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Level 2 Escalation: 

If customers are not satisfied with the resolution provided by the Grievance Redressal Cell or they do not 
receive any response from the Grievance Redressal Cell within 10 days as mentioned above, the customers 
may further escalate their complaints/ grievances to the Nodal Officer who shall attend the same within 7 
days: 

Mr. Rajib Sen  

Hero FinCorp Limited 

9, Community Centre, Basant Lok 

Vasant Vihar 

New Delhi - 110057 

Email: rajib.sen@herofincorp.com 

Phone: +91-11-49487150 

 

Level 3 Escalation: 

If customers are not satisfied with the resolution provided by the Nodal Officer or they do not receive any 
response from the Nodal Officer within the aforesaid 7 days, they may escalate their complaints/ grievances 
by writing to the Appellate Authority-Grievance Redressal at below mentioned address who shall attend 
the same within 10 days: 

Appellate Authority-Grievance Redressal 

Hero FinCorp Ltd. 9, 

Basant Lok, Vasant Vihar, 

New Delhi - 110057 

 

The Appellate Authority-Grievance Redressal is constituted of the following: 

1. Head of Departments/Chief Business Officers of respective Lines of Business (LoBs) 

2. Chief Financial Officer 

3. Head – Compliance and/or Legal 

4. Head – MD & CEO Office 

 

The responsibilities of the Appellate Authority-Grievance Redressal are as under: 

 Ensure adherence to the grievance redressal policy and procedure laid down in this Policy, monitor 
its implementation and initiate corrective action wherever needed. 

 Decide upon matters requiring immediate attention and follow up for timely redressal of 
grievances wherever delay is observed. 

 Take appropriate action to avoid any such delays in the future. 
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If the complaint/ grievance of the customer is not redressed within a period of 4 weeks, the customer may 
appeal to Regional Office of DNBS of RBI, under whose jurisdiction the registered office of the Company 
falls: 

The General Manager 

Department of Non-Banking Supervision (DNBS) 

Reserve Bank of India 

Sansad Marg New Delhi 

110001 

Tel: 011 23714456 

 

The Nodal Officer shall ensure that this structured grievance redressal mechanism is displayed prominently, 
for the benefit of the customers, at all branches / places of the Company where business is transacted as 
well as on the website of the Company. 

 

4.3.4 Business Continuity and Management of Disaster Recovery Plan 
 The Company shall require its Service Providers to develop and establish a robust framework for 

documenting, maintaining, and testing business continuity and recovery procedures. The Company 
shall ensure that the Service Provider periodically tests the business continuity and recovery plan 
and considers occasional joint testing and recovery exercises with the Service Provider. 

 To mitigate the risk of unexpected termination of the outsourcing agreement or liquidation of the 
service provider, concerned functional department will retain an appropriate level of control over 
their outsourcing and the right to intervene with appropriate measures to continue its business 
operations in such cases without incurring prohibitive expenses and without any break in the 
operations of the Company and its services to the customers. 

 In establishing a viable contingency plan, Company shall consider the availability of alternative 
service providers or the possibility of bringing the outsourced activity back in-house in an 
emergency and the costs, time and resources that would be involved. 

 The Company shall ensure that service providers isolate the company’s information, documents 
and records, and other assets. This is to ensure that in adverse conditions, all documents, records 
of transactions and information given to the service provider, and assets of the company, can be 
removed from the possession of the service provider to continue its business operations, or 
deleted, destroyed, or rendered unusable. 

 

4.4. Monitoring and Control  
4.4.1 Monitoring and Control of the service provider 
The respective Head of Departments shall comply with the following mechanism to constantly monitor and 
control the performance of the Service Providers: 
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 The Service Providers shall be required to submit a monthly compliance report of the outsourcing 
agreement signed by them with the Company. 

 The respective Head of Departments shall review all the reports from the respective Service 
Providers, prepare and submit a comprehensive presentation on these reports to the Chief 
Operating Officer. 

 The Chief Operating Officer shall review the presentations from all the Head of Departments to 
monitor performance of each Service Provider against the agreement, provide feedback to the 
Service Provider and to receive feedback from the Service Provider. 

 Respective Head of Departments shall share feedback with the Service Provider and highlight all 
key deficiencies along with proposed action plan for improvement, on half-yearly assessment basis. 
Similarly, an annual assessment shall also be shared with the Service Providers and the respective 
Head of Departments shall also monitor actionable items against the improvement plans. 

The respective Heads of Departments shall ensure evaluation of performance of service providers using 
tools such as key performance indicators and key control indicators. The Heads should define, regularly 
review and publish KPIs for their respective service providers. 

4.4.2 Monitoring and Control of Outsourced Activities 
The Head of Departments shall monitor and control the outsourcing activities of the Company and shall             
ensure that outsourcing agreements with the Service Provider contain provision to monitor and control the 
outsourced activities. 

The concerned Head of Departments shall submit a half yearly statement on the list of activities outsourced, 
the details of approval, documents taken, terms of arrangement, cost involved, etc. to the Committee. This 
facilitates a centralized record maintenance of all the material outsourced activities. 

The concerned Head of Departments shall review the financial and operational condition of the Service 
Provider on an annual basis to assess its ability to continue to meet its outsourcing obligations. 

The concerned Head of Departments shall ensure that: 

 Reconciliation of transactions between the Company and the Service Provider (and/or its 
subcontractor) are carried out in a timely manner in case of outsourcing arrangements requiring 
reconciliation of transactions, for example, outsourcing of cash management. 

  A robust system of internal audit of all the outsourced activities is in place and monitored by the 
Committee of the Company. 

 Regular audits shall be conducted by internal auditors or external auditors of the Company to 
assess the adequacy of the risk management practices adopted in overseeing and managing the 
outsourcing arrangement, the Company’s compliance with its risk management framework and 
the requirements of the RBI guidelines. 

4.4.3   Reporting of Transactions to FIU and Other Competent Authorities 
The respective Head of Department shall provide the Currency Transaction Reports and Suspicious 
Transactions Reports to FIU and other competent authorities, via the  HFCL regulatory reporting team with 
respect to company’s customer related activities carried out by the Service Providers. 
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4.4.4 Maintenance of Records 
The records relating to all the activities outsourced (inclusive of onboarding, KYC, due diligence, approvals, 
periodic reviews, etc.) shall be preserved centrally either at the registered office of the Company or such 
other location as may be approved by the Board, so that these records are readily accessible for review by 
the Board, Senior Management, Internal/External/Regulatory Auditors of the Company, as and when 
required. Such records shall be updated promptly by the Outsourcing team (as a unit of the Compliance 
team) and half yearly reviews shall be placed before the concerned Committee. 

 

5. Off-shore Outsourcing of Financial Services 
In case of offshore outsourcing of the financial services, particularly relating to Indian Operations, the 
respective Head of Departments shall ensure that: 

 Company shall monitor the government policies and political, social, economic and legal conditions 
in the countries where the service provider is based, both during risk assessment process and on a 
continuous basis and establish sound procedures for dealing with country risk problems by having 
appropriate contingency and exit strategies. 

 Such arrangements shall be entered into only with the parties operating in jurisdictions generally 
upholding confidentiality clauses and agreements. The governing law of the arrangement shall also 
be clearly specified in the agreement. 

 The outsourced activities are conducted in a manner so as not to hinder the efforts to supervise or 
reconstruct the Indian activities of the Company in a timely manner. 

 Where the off-shore Service Provider is a regulated entity, the relevant off-shore regulator shall  
neither obstruct the arrangement nor object to inspection visits of RBI or visits of the Company’s 
internal and external auditors. 

 The availability of records to management and the RBI shall withstand the liquidation of either the 
offshore custodian or the Company in India. 

 The regulatory authority of the offshore location does not have access to the data relating to Indian 
operations of the Company simply on the ground that the processing is being undertaken there 
(not applicable if offshore processing is done in the home country of the Company). 

 The jurisdiction of the courts in the off-shore location where data is maintained does not extend 
to operations of the Company in India on the strength of the fact that the data is being processed 
there even though the actual transactions are undertaken in India. 

 All original records shall be maintained in India. 

 

6.  Outsourcing within a Group / Conglomerate 
In case of outsourcing of any activity within the group companies, the respective Head of Departments shall 
ensure that: 

 Conflict of interests between the Company and Service Provider shall be avoided and necessary 
disclosures in that regard shall be made in the outsourcing agreement. 

 Customers shall be specifically informed about the company which is actually offering the product/ 
service in case of involvement of multiple group entities involved or cross selling of products. 
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 The outsourcing agreement shall address the provisions including scope of services, charges for 
the services and maintaining confidentiality of the customer's data. 

 The arrangement shall not compromise the ability to identify and manage risk of the Company on 
a stand-alone basis. 

 The arrangement shall not prevent the RBI from being able to obtain information required for the 
supervision of the Company or pertaining to the group as a whole. 

 The outsourcing agreement shall have a clause that there is a clear obligation for any service 
provider to comply with directions given by the RBI in relation to the activities of the Company. 

 Company’s ability to carry out operations in normal manner shall not be affected in case premises 
or other services like IT systems, support staff provided by the group entities become unavailable. 

 In case, the premises of the Company are shared with the group entities for the purpose of cross 
selling, the Company shall take measures to ensure that the entity's identification is distinctly 
visible to the customers. 

 The Company shall not publish any advertisement or enter into any agreement stating or 
suggesting or giving tacit impression that they are in any way responsible for the obligations of its 
group entities. 

 The risk management practices expected to be adopted by the Company while outsourcing to a 
related party (i.e. party within the Group / Conglomerate) would be identical to those specified 
above. 

 

7. Responsibilities of DSA / DMA / RA 
The respective Head of Departments shall ensure that: 

 Code of Conduct of the Company for Direct Sales Agent (DSA) / Direct Marketing Agent (DMA) / 
Recovery Agent (RA) shall be communicated to them, and an undertaking shall be obtained from 
them for abiding with this code. 

 DSA/DMA/RA shall be trained to handle their responsibilities with care and sensitivity. 
 DSA/DMA/RA shall not resort to intimidation or harassment of any kind either verbal or physical 

against any person in their debt collection efforts. 
 Recovery agent shall adhere to the Fair Practices Code of the Company and their own code for 

collection of dues and repossession of security. 
 RAs shall refrain from taking any action that could damage the integrity and reputation of the 

company and they shall observe strict customer confidentiality. 

 

8. Periodic Review of Service Providers 
The respective Head of Departments shall comply with the following mechanism to constantly monitor and 
control the performance of the service providers: 

 The service providers shall be required to submit a monthly compliance report of the outsourcing 
agreement signed by them with the Company. 

 The respective Head of Departments shall review all the reports from the respective service 
providers, prepare and submit a comprehensive presentation on these reports to the Chief 
Operating Officer. 
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 Post CCO review, the feedback is shared with each service provider and key deficiencies are 
highlighted along with proposed action plans for improvement, on half-yearly assessment basis. 

 Similarly, an annual assessment shall also be shared with the service providers and the respective 
Head of Departments shall also monitor actionable items against the improvement plan. 

 Criteria for periodic assessment of service providers: 

 

S. No. Criteria Yes / No 
1 Is there any breach of the SLA with the service provider?  
2 Is the service provider submitting monthly compliance reports on a 

timely basis? 
 

3 Financial stability and adequacy 
- Is it making profits for the past 3 years? 
- Is the sales turnover satisfactory for the past 3 years? 
- Has it availed any credit facilities availed from Banks / NBFCs / 

Others? 
- Is the position of the service provider satisfactory in terms of 

debtors? 

 

4 Regular audits / inspections of the service provider 
- Are there any material observations emanating from the 

audits which hamper the ability of the service provider to 
perform? 

- Are there any material observations emanating from the 
audits which hamper the ability of the company to continue 
operations with the said service provider? 

 

5 Deterioration in any operational performance standards and business 
continuity preparedness: 

- Is there an increase in attrition? 
- Is there an increase in project errors? 
- Is there an increase in fault tolerance to errors? 
- Is there a decrease in communication frequency? 
- Is there an increase in absenteeism? 

 

6 Any changes in the risks perceived at the time of the contract (either 
through breach of performance/confidentiality/ security) 
(Specifications of the change and the evaluation of the risk surfaced 
along with mitigations applied/proposed) 

 

7 Is there a positive market outlook / reputation of the service provider?  
8 Are any deficiencies observed in the service provider in terms of 

providing their services which may materially impact the company? 
 

9 Are there any instances of non-compliance with regulations / 
guidelines? 

 

10 Are there any current or pending legal cases against the service 
provider at the time of contract? 

 

11 Are there any major penalties imposed on the service provider in the 
past 3 years? 
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9. Policy Administration 
The outsourcing risk framework, inclusive of this policy, manual and other aspects, shall be reviewed at a 
centralized level at regular intervals or as and when considered necessary by the Board of 
Directors/Committee of the Company. 
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Annexures 
 

Annexure A 

Every SLA shall include the following provisions: 

 Nature of Legal relationship between the parties i.e., whether agent, principal or otherwise. 
 Determining the ability to access all books, records, and information relevant to the outsourced 

activity available with the Service Provider. 
 Ability for continuous monitoring and assessment of the Service Provider by the Company so that 

any necessary corrective measure can be taken immediately. 
 Controls to ensure customer data confidentiality and the Service Providers’ liability in case of 

breach of security and leakage of confidential customer related information. 
 Contingency plans to ensure business continuity. 
 Termination clause and minimum period to execute a termination provision. 
 Requirement of prior approval/ consent from the Company for use of sub-contractors by the 

Service Provider for all or part of an outsourced activity and includes, where necessary, conditions 
of sub-contracting by the Service Provider to maintain a similar control over the risks by the 
Company. 

  Must have a confidentiality clause to ensure protection and confidentiality of customer data even 
after the SLA expires or gets terminated. 

 Provides for the Company with the right to conduct audits on the Service Provider whether by its 
internal or external auditors, or by agents appointed to act on its behalf and to obtain copies of any 
audit or review reports and findings made on the Service Provider in conjunction with the services 
performed for the Company. 

 Provides for the RBI or persons authorized by it to access the Company’s documents, records of 
transactions, and other necessary information given to, stored, or processed by the Service 
Provider within a reasonable time. 

  Provides for right of the RBI to cause an inspection to be made of a Service Provider of the 
Company and its books and account by one or more of its officers or employees or other persons. 

 Service Provider shall preserve documents as required by law and take suitable steps to ensure 
that the Company’s interests are protected in this regard even post termination of the services. 

 SLAs shall clearly state the performance criteria under both normal and stressed circumstances to 
measure the quality and quantity of service levels to establish accountability for performance 
expectations. 

 The management, at the time of evaluation of risks & materiality of the activity proposed to be 
outsourced shall also take a view in quantifying the penalty to be imposed on the Service Provider 
depending upon the activity outsourced, financial losses, operational losses, and reputational 
losses to the Company in case of incidence of lapses & their recurrences. 

 The SLA should mention the provision to hand over all the data to Company by the service provider 
in connection to outsourced activity at the time of termination or discontinuation of contract. 
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Annexure B 

Scoring methodology for any vendor can be leveraged and customized as per the below criteria: 

HFCL_Vendor%20Eva
luation%20Scoring.xlsx 


